
City of  Wakefield 

CATEGORY: ADMINISTRATION / INFORMATION PRIVACY 

TOPIC: ELECTRONIC COMMUNICATIONS PRIVACY AND SMS TERMS 

I. PURPOSE 

The purpose of  this policy is to establish how the City of  Wakefield collects, uses, shares, retains, and 

protects information associated with text messaging, telephone, voicemail, email, public outage maps, and 

related electronic communication services. 

This policy also establishes consistent terms governing all City text-message programs, including 

communications sent through Nextiva and OutiFi, and the choices available to utility customers, residents, 

property owners, employees, and other recipients. 

II. POLICY 

A. General Statment 

The City of  Wakefield (City) may use electronic communication services to provide utility, 

emergency, public-safety, service, billing, community, and operational information. The City shall 

limit the collection, use, and disclosure of  information to legitimate municipal purposes and shall 

not sell or rent personal information. 

B. Scope 

This policy applies to electronic communications sent or received through City systems and 

approved service providers, including Nextiva and OutiFi, a product of  RJJ Enterprises LLC. 

Nextiva is used primarily for utility billing, account, payment, and related customer-service 

communications. OutiFi is used for public notifications concerning municipal service 

interruptions, outages, emergencies, urgent concerns, restoration activity, and related incident 

reporting and updates. 

Although the platforms serve different operational purposes, the City's standards for authorized 

use, privacy, consent, message identification, opt-out instructions, records, and security apply 
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consistently to both. A provider's separate privacy notice may also apply to its own operations. If  a 

City service, form, contract, or program provides a more specific notice, the more specific notice 

controls for that service. 

This policy does not replace the City's records-retention duties, disclosure obligations under the 

Michigan Freedom of  Information Act, court orders, subpoenas, or other applicable law. 

C. 	 Communication Covered 

Depending on the service and the recipient's relationship with the City, communications may 

include: 

• Emergency and public-safety notifications; 

• Electric, water, sewer, garbage, street, and other municipal service interruptions, planned 

work, restoration updates, and incident notices; 

• Billing, account, payment, appointment, permit, and customer-service information, 

including messages sent primarily through Nextiva; 

• Municipal service interruptions, emergencies, urgent concerns, community 

announcements, public-health information, event reminders, and other public 

notifications, including messages sent primarily through OutiFi; 

• Inbound texts, calls, voicemails, service reports, and two-way communications; and 

• Operational and account-security notifications sent to authorized City personnel. 

The City shall not use mobile information or text-message consent records for third-party 

marketing or promotional purposes. 

III. INFORMATION COLLECTED AND PROCESSED 

A. Categories of  Information 

The information processed depends on the service used and the information available to the City. 

It may include: 

• Identity and contact information, including name, telephone number, email address, and 

mailing or service address; 

• Utility and service information, including account or customer identifier, meter or 

premise identifier, service type, account status, and service location; 
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• Location information supplied by the City, including service-address coordinates used to 

associate a location with an outage or incident; 

• Communication information, including inbound and outbound text messages, call 

metadata, voicemail recordings, transcripts, message-delivery status, and communication 

history; 

• Preference and consent information, including the method, date, and time of  enrollment, 

opt-out, or re-enrollment; 

• Authorized-user information, including a City employee's work contact information, login 

activity, authentication events, and access logs; and 

• Technical information, including IP address, device or browser information, timestamps, 

and system logs. 

OutiFi states that its service does not receive resident electric-usage or consumption data, such as 

interval meter readings. The City does not intend to provide such data to OutiFi unless the parties 

amend their services and the City provides any legally required notice. 

B. Source Information 

Information may come from City utility and customer-information systems, applications and 

service forms, prior communications with the City, City employees, public records, the recipient 

directly, or approved service providers. When the City imports current utility-customer 

information into a notification platform, the City shall limit the transfer to information reasonably 

necessary to provide the service. 

IV. Use of  Information 

The City and its approved service providers may use information to: 

• Send and manage service-related notices and emergency or community communications; 

• Identify customers and service locations affected by an outage, interruption, or incident; 

• Receive and route outage reports, service requests, texts, calls, and voicemails; 

• Operate a public outage map or incident page using information designed not to identify 

an individual customer; 

• Authenticate authorized users and protect City and provider systems; 

• Maintain consent, opt-out, delivery, and communication records; 
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• Troubleshoot, audit, support, secure, and improve the reliability of  the services; and 

• Comply with applicable law, records schedules, legal process, and contractual duties. 

V. SERVICE PROVIDERS AND DISCLOSURES 

A. Nextiva 

The City uses Nextiva primarily to support utility billing and customer-account communications, 

including billing inquiries, payment or account information, customer-service follow-up, and 

related telephone or text communications. Nextiva may process contact information, call and 

message information, communication history, and other information reasonably necessary to 

provide these services. 

B. OutiFi 

The City uses OutiFi primarily to provide public notifications and incident communications 

concerning electric, water, sewer, street, garbage, and other municipal service interruptions; 

planned or emergency work; restoration activity; emergencies; urgent concerns; and related 

reports and updates. OutiFi may process utility customer and service-location information, 

inbound and outbound messages, call or voicemail information, and incident information 

reasonably necessary to provide these services. 

C. Other Service Providers 

The City may disclose information to other contractors acting for the City, including cloud-

hosting, mapping, telecommunications, software-support, transcription, and security providers. 

Those providers may process information only as permitted by their agreements with the City and 

applicable law. OutiFi publicly identifies Amazon Web Services as a cloud-infrastructure provider 

and Twilio as a telecommunications provider. 

D. Prohibited Marketing Disclosure 

The City does not sell or rent personal information. The City does not disclose mobile telephone 

numbers or text-message opt-in information to third parties or affiliates for their own marketing 

or promotional purposes. The City may disclose telephone numbers to telecommunications 

providers solely to transmit City communications. 
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E. Required and Operational Disclosures 

The City may disclose information when required by law, legal process, a valid public-records 

request, or when reasonably necessary to protect the rights, safety, property, systems, or operations 

of  the City or others. 

Information published on a public outage map shall be limited to incident information and shall 

not intentionally display customer names, telephone numbers, account numbers, or exact 

customer-level details. 

VI. AUTOMATED ANALYSIS AND ARTIFICIAL INTELLIGENCE 

Some provider tools may use automated or artificial-intelligence-based analysis to classify 

incoming messages, interpret reported incidents, transcribe voicemail, or assist City personnel in 

preparing communications. OutiFi states that it does not currently use artificial intelligence to 

send direct responses to residents and that direct identifying information, such as names and 

telephone numbers, is not sent to its artificial-intelligence providers. Message content, voicemail 

audio, and, when operationally necessary, an address may be analyzed. 

Automated analysis supports City operations. It does not replace emergency services or a City 

decision required by law. The City shall not use automated analysis as the sole basis for a decision 

that determines a person's legal rights, eligibility, or access to City services. 

VII.TEXT-MESSAGE ENROLLMENT AND CONSENT 

A. Enrollment Methods 

The City may obtain consent through a utility or service application, online form, text-to-join 

keyword, signed paper form, recorded verbal authorization when legally permissible, staff-account 

activation, or another documented method. The City shall use substantially consistent consent 

disclosures for Nextiva, OutiFi, and any other City text-message platform, including the City as 

sender, the general categories of  messages, variable message frequency, possible message and data 

rates, and STOP and HELP instructions. Consent to receive optional text messages is not a 

condition of  purchasing goods or services. 
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B. Service-Related Messages 

A person who provides a mobile number to the City may receive nonmarketing messages directly 

related to the utility account, service request, municipal service interruption, emergency, urgent 

concern, or City program for which the number was provided, to the extent permitted by law. 

The City shall seek additional consent when required by law or when a communication falls 

outside the purpose for which the number was provided. The City shall maintain reasonable 

records of  enrollment and consent across both Nextiva and OutiFi. 

C. Responsibility for the Number Provided 

The person enrolling must be the subscriber or customary user of  the mobile number and must 

promptly notify the City if  the number changes or is reassigned. 

VIII.MESSAGE FREQUENCY COSTS AND DELIVERY 

Message frequency varies by subscription, service activity, and emergency conditions. A recipient 

may receive several messages during a major outage or incident. Message and data rates may 

apply under the recipient's wireless plan. 

The City and participating carriers do not guarantee delivery or a particular delivery time. 

Carriers are not liable for delayed or undelivered messages. 

IX.OPT OUT RE-ENROLLEMENT AND HELP  

A. Opt Out 

A recipient may stop text messages from a particular City messaging number by replying STOP 

to that number. A single confirmation message may follow. After an opt-out, the City shall not 

send further messages from that program to that number unless the recipient re-enrolls or a 

message is otherwise permitted or required by law. 

B. Re-Enrollment and Assistance 

A recipient may be able to resume messages by replying START to the same number if  supported 

by the applicable platform. A recipient may also contact the City to request re-enrollment. For 
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assistance, reply HELP when supported, call the City Clerk at 906-229-5131, extension 1002, or 

email clerk@cityofwakefieldmi.gov. 

C. Multiple City Program 

Because Nextiva and OutiFi use different messaging programs or numbers, opting out of  one 

platform may not automatically opt the recipient out of  the other. Each message shall identify the 

City or the applicable City program and provide the opt-out or help instructions required for that 

platform. The City shall honor a direct request that clearly identifies the programs or numbers at 

issue and shall maintain procedures to coordinate communication preferences across both 

platforms when a recipient requests a broader Citywide opt-out. 

X. INBOUND COMMUNICATION AND EMERGENCIES 

Messages sent to a City or provider-managed number may be reviewed by City personnel and 

processed by automated tools. Replies are not monitored continuously unless the City expressly 

states otherwise. 

Text messages, voicemail, an outage map, and provider platforms shall not be used to report an 

immediate threat to life or property. Call 911 for emergencies. 

XI.RETENTION AND PUBLIC RECORDS 

A. City Retention 

The City shall retain records according to applicable Michigan law, approved records-retention 

schedules, litigation holds, audit needs, and operational requirements. Communications and 

account records may be public records and may be disclosed unless an exemption applies. The 

City cannot promise that information submitted through a City communication channel will 

remain confidential. 

B. Provider Retention 

Provider retention may differ from City retention. OutiFi states that it removes resident 

information when the City updates its customer data, permits the City to request deletion, and 

deletes resident personal data within 30 days after the City's contract ends. The City may preserve 

or export records before provider deletion when required by law or City policy. 
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XII. SECURITY AND INCIDENT RESPONSE 

A. Security Safeguards 

The City and its providers shall use administrative, technical, and physical safeguards designed to 

protect information. OutiFi publicly states that customer data is encrypted at rest, data is 

encrypted in transit using HTTPS/TLS, access is permission-based, customer data is stored and 

processed in the United States, and customers are notified of  a security incident without undue 

delay consistent with law and contract. 

No electronic system or transmission is completely secure, and the City cannot guarantee absolute 

security. 

B. Sensitive Information 

Recipients should not send Social Security numbers, payment-card numbers, medical details, 

passwords, or other highly sensitive information by text unless the City specifically provides a 

secure method and requests the information. 

XIII. CHILDREN’S PRIVACY 

The City's electronic communication services are intended for utility customers, residents, 

property owners, employees, and other persons interacting with municipal services. The City does 

not knowingly use these services to collect personal information directly from children under 13 

without authorization required by law. A parent or guardian who believes a child submitted 

information should contact the City Clerk. 

XIV. POLICY CHANGES 

The City may revise this policy as its services, providers, or legal obligations change. The current 

version shall be posted on the City's website with its effective or revision date. If  a change 

materially affects the City's use of  previously collected information, the City shall provide 

additional notice or obtain consent when required by law. 
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XV.CONTACT INFORMATION  

Questions, correction requests, communication-preference requests, and privacy concerns may be 

directed to: 

Office of  the City Clerk 

City of  Wakefield 

509 Sunday Lake Street 

Wakefield, Michigan 49968 

Telephone: 906-229-5131, extension 1002 

Email: clerk@cityofwakefieldmi.gov 

XVI. EFFECTIVE DATE 

This policy is effective Sunday, September 20, 2026, and shall remain in force unless amended or 

rescinded by the City. 

Administratively Authorized 

City Manager: ______________________________________
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